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ABSTRACT 

The U.S. military and intelligence community practices exist within a business ethics 
framework of laws, official policies, and guidance that seeks to protect national interests 
and provide a scaffolding for individual intelligence agents through decision-making 
processes. Particularly in times of crisis, intelligence agents must make time-sensitive 
decisions that often hold ethical consequences. With rapid technological advances in 
the post-9/11 era, such as the advent and proliferation of drones and the institution of 
the PRISM program, operatives face new ethical and personal leadership challenges. 
Whistleblowers Edward Snowden and Chelsea Manning have become public examples 
of how the intersection of business ethics and crisis management can lead to personal 
leadership decisions which hold great consequence for national security and personal 
autonomy.  The contemplated research examines such contemporary ethical issues 
through a triangulation of three research domains, being: business and personal ethics, 
crisis management, and congruency theory. The contemplated research seeks to 
uncover themes related to what happens at the intersection of these three research 
domains set in a technologically advancing intelligence and surveillance network 
through intelligence agent participatory survey data, interviews, and content analysis of 
U.S. intelligence and Department of Defense literature.  

Keywords: information security, intelligence, surveillance, whistleblowing, ethics
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 INTRODUCTION 

The conversation surrounding ethics in the modern intelligence world has been ongoing 

for decades. By nature, intelligence requires deception even among partners, and this is 

recognized between nations, as well as agencies within nations (Cole, 2015). Such 

deception is culturally accepted and expected but does not come without concern. 

Contemporary scholar Michael Quintan (2007) notes, “There are aspects of the 

intelligence business, as practiced by all major countries, that seem notably 

disreputable by the behavioral standards of normal human settings; what purchase can 

ethics expect to have?” Since institutionally upheld blurs trickle down into the conduct 

and image of the agent, a deep understanding of ethics, and when and why ethics 

should blur, is critical for the avoidance of criminal behavior within the intelligence 

community and for the avoidance of a perceived necessity to “blow the whistle.” 

Ethical dilemmas are common among intelligence agents due to the nature of the 

profession. Jan Goldman (2006) notes, “intelligence professionals are employees of the 

government who work in a business that some would consider unethical--the business 

of spying.” The need for a standard of ethics is more critical in blurry occupations 

because the institutional standards must protect the agents whose personal 

involvement in high-risk environments bear the impact of necessary ethical blurs. As 

Johnson Loch (2009) explains in his essay, “Ethical Intelligence: A Contradiction in 

Terms?” the need for balanced ethical frameworks led to laws in the late 1970s: “In 

1974 the United States established a procedure for the careful review of all covert 

action proposals; in 1976 President Gerald Ford signed an executive order that banned 
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assassination plots; in 1978 Congress required a warrant process for domestic 

surveillance operations.” The post-9/11 world, wrought with new technologies and 

threats, must take into account the rapid development of technology, a near-real-time 

informational current, and the impact of individual decisions during highly-critiqued, 

heavy-workload environments. It presents tremendous opportunity and risk. When 

considering the above, one could ask the following important questions: do intelligence 

community business practices require compliance with or commitment of unethical 

actions within an agent’s scope of work; when faced with ethical conflict, is 

subordination expected from intelligence agents; are intelligence agents transformed to 

fit a skewed ethical model? Examination of intelligence ethics is critical because 

intelligence practitioners act in spaces beyond conventional audit and oversight due to 

the clandestine nature of the work. 

1.1 Data Sourcing and Management 

The U.S. intelligence community radically altered its position on collection and usage 

(from preventative to defensive) after the events of September 11th, 2001. Most 

Western countries amended existing legislation affecting intelligence programs to widen 

collection scope and reduce restrictions in support of more robust, actionable 

intelligence (Herman, 2004). The NSA manages massive data collection programs 

(email, social media, bulk collection of telecom and metadata) and can discover nearly 

anything about a target without collecting on them directly (Andregg, 2016). As Bauman 

Zygmunt (2000) illustrates,  
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The work of intelligence is said to begin from suspicion of dangerous acts 

committed by a group under surveillance. It then proceeds to the identification of 

unknown persons related to the initial group, within three degrees of separation 

(or hops). That is to say, for a suspected person with 100 friends at the first hop, 

the person in charge of surveillance at the NSA or one of its private 

subcontractors can, without warrant, put under surveillance all 2,669,556 

potential connections at the third hop. (p. 124) 

Managing information security threats involves a variety of missions such as data 

negotiation from economic ransom in domestic and global markets, to tracking 

movements of terrorist threats across networks transnationally. Intelligence specialists 

must learn how to utilize existing networks while also staying abreast of rapidly 

developing technology to accurately follow the path of information that may lead to 

preventing threats. 

The NSA has created a signals intelligence system that is capable of monitoring the 

great majority of telecom and internet activity of most American citizens, and many non-

U.S. people (Andregg, 2016). Such management of rapidly evolving technology 

becomes compounded in difficulty through the task of sorting through large amounts of 

intelligence data to build meaningful and relevant connections for analysis. Such sorting 

and querying is eased through the existence of indexed databases with front-end GUIs, 

but the drawback is that through bulk data storage and simplified query language, much 

of the big picture information (such as acquisition sourcing) is masked, allowing for 
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greater mistakes (unintended targeting of protected persons) and a sense of all things 

blurring together. Phythian (2013) warns of inevitable moral hazards involved in 

intelligence analysis due to the powerful surveillance technology employed by agencies 

and the use of advanced data mining of electronically stored information. If an analyst 

seeks to look deeper into the data, to find out about the worlds that are often 

represented by numbers or other data points, the analyst may face moral and ethical 

dilemmas surrounding the outcomes of the data mining and the people the data 

represents. Such outcomes may fall within gray areas regarding human rights issues or 

international law; reaching an understanding of this may lead to a feeling of injustice or 

complicity. Such dilemmas may lead to whistleblowing or other activities characterized 

by the U.S. government as treason. 

Since the advent of the GWOT and the proliferation of subsequent military campaigns, 

whistleblowers have played a key role in the conversation surrounding information 

security and ethics in the intelligence community. Wikileaks founder Julian Assange, 

Edward Snowden, former CIA and NSA intelligence operative, and Chelsea Manning, 

former NSA intelligence analyst, undermined intelligence community secrets by 

compromising the safety of U.S. intelligence agencies, Department of Defense inter-

agency cohorts and military operations as well as placing intelligence professionals at 

personal risk. However, these actors claim to have made moral choices in leaking 

secret information. The contemplated research seeks to examine the ethical processes, 

methods and regulations compassing the intelligence community, as well as how 

whistleblowers negotiate these ethics in their divergent practices.  
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 MAIN RESEARCH QUESTION 

Given the preceding discussion, the Main Research Question has been developed as 

follows. 

The Main Research Question: 

What are the characteristics of a new conceptual model or framework that 

better describes the relationship between intelligence collection and 

ethical behavior in a technologically advanced Post 9/11 era? 

The Sub-Research Questions (SRQs): 

To better assist in responding to the Main Research Question, a series of Sub-

Research Questions have been developed: 

SRQ1: Why do individuals commit seemingly unethical behavior within the 

Intelligence Community? 

SRQ2:  What actions are considered to be unethical under Agency guidelines? 

SRQ3: How do unethical decisions of intelligence agents correlate with 

Intelligence Community policies? 

SRQ4: How do individual divergences from intelligence community regulations 

impact the intelligence community? 

 

 THE RESEARCH RELEVANCE 

The research addresses critical philosophical problems faced by the U.S. intelligence 

community and related communities (e.g., State Department, FBI). It is an examination 

of ethical behavior, the accepted practices developed by intelligence agencies, and the 
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individuals that deliberately commit actions deemed by the U.S. government as 

unethical while operating under U.S. law. Further exploration of how such phenomena 

perpetuates may allow for (a) improved oversight, (b) acceptable and explicit 

operational standards and (c) outlining of an ethical framework that makes it possible to 

understand which intelligence actions are prohibited and which are permissible. 

 CONTRIBUTION TO EXISTING KNOWLEDGE 

While a longstanding discussion exists surrounding ethics in the intelligence practice 

worldwide, much attention has been given to the controversy involving recent trends in 

U.S. collection platforms. Little qualitative research exists that seeks to understand the 

connection between rapid technological advances and the resulting environment’s 

impact on ethical behaviors in the field. There is a lacuna surrounding rich data 

informed by interviews with intelligence agents. The contemplated research seeks to fill 

this gap by providing a deeper source for analysis of an ever-evolving crucial problem 

both for national and global security and for the vital interests of service members and 

civilians in regions of conflict.  

 THE RESEARCH METHODOLOGY 

The research method for the conceptualized research will draw from Smith’s (2005) 

methodology, institutional ethnography. Institutional ethnography is defined as a 

research technique in which the personal experiences of individuals are used to reveal 

power relationships and other characteristics of the institutions within which they 
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operate (Smith, 2005). Using existing knowledge about recent policy shifts in 

technology, collection, and workload within the U.S. intelligence community, alongside 

literature surrounding current ethical standards in the intelligence community and 

among its partners, the conceptualized research will be conducted using mixed 

research methods including a literature review, interviews, and content analysis. 

 
FIGURE 5.0 

Methodology Triangulation 
 

 

 

Source: UGSM-Monarch Business School 
 

5.1 Research Process Flow 

Step 1: Preliminary Literature Review. Research begins with a survey of the relevant 

seminal authors within the three academic scholarship domains identified in Section 

6.0. This review will provide a solid understanding of the landscape of the 

Methodological 
Structure

Literature 
Review

Interviews and 
Questionnaires

Content 
Analysis 
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scholarship within each domain, the identification of the important authors over time 

and a better appreciation and understanding of the nexus of the domains and their 

integration. 

Step 2: In-Depth Literature Review Part 1. An in-depth review of the seminal authors 

and theories within the three academic scholarship domains identified in Section 6.0 

and quasi-academic professional sources will be completed to provide a solid 

academic foundation for the research. Identification of the gap in the literature will be 

made and identified in relation to the research question and contribution of the 

research. 

Step 3: Content Analysis. An analysis based on data obtained from professional 

documents including but not limited to: annual reports, white papers, project 

documents, government policies, and economic and business review data, web site 

analysis and other sources will be examined. 

Step 4: Questionnaire Design and Testing. The development of interview questions 

will be informed by and synthesized using the understandings gleaned from the 

review of the academic literature, quasi-academic technical documents and content 

analysis sources. Based on the understanding of the existing theories and gaps 

present in the academic and professional literature the questionnaire will be 

developed and tested with the assistance of volunteers. Attention is paid to 

perfecting the administration of the questionnaire from a flow and timing standpoint 
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and to ensure that questions are clear and concise and have direct bearing on the 

focus of the contemplated research. 

 
FIGURE 5.1 

Monarch 10-Step Standard Mixed Research Method 
 

 

 
 

Source: UGSM-Monarch Business School 
 

Step 5: Semi-Structured Interview Process. Stakeholders to be interviewed will be 

industry participants considered knowledgeable with respect to research. A minimum 

sample of 30 participants will be interviewed for each Stakeholder level identified in 
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Table 5.2. Interviews will be conducted at a location convenient to the subjects and 

are expected to be approximately 30 minutes in length. Interviews will be digitally 

recorded unless objected to by the participant, in which case manual notes will be 

taken.   

Step 6: In-Depth Literature Review, Part 2. To add more expertise and specificity to 

the research analysis, a second more in-depth literature research review will be 

completed informed by the semi-structured interview of Step 5 to further refine the 

scope and consideration of the contemplated research.  

Step 7: Follow-Up Interviews. To achieve a more specific view informed by the first 

round of interviews, along with the second more in-depth literature review, a smaller 

subset of 10 respondents from each stakeholder group, selected from the first round 

sample, will take part in more in-depth follow-up interviews. These interviews will 

seek to uncover deeply-held personal beliefs and understandings regarding the 

research at hand. 

Steps 8 and 9: Triangulation of the Data and Gap Analysis. A triangulation of the 

research data from the literature reviews, content analysis, and interview processes 

will be considered and analyzed to determine whether or not the existing academic 

knowledge is congruent with the practical application in the field on a commercial 

basis. The result of this analysis should determine whether a gap exists between the 

academic (theoretical) and the practical (applied) domains.  
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Step 10: Development of New Conceptual Model or Framework. Building on the 

Praxis gap analysis in Step 9, a thorough analysis of the existing models and 

frameworks within the academic domain will be considered. This analysis will 

evaluate whether the existing frameworks sufficiently address the requirement for 

practical application within the industry and whether they should be further improved 

or modified, and if a new conceptual model or framework is required to satisfy the 

goals of this research. 

5.1 Stakeholder Schema and Participants 

The contemplated research includes a two-step field research component consisting of 

an administered semi-structured questionnaire to identified participants considered 

knowledgeable within their field, not to exceed 75 participants, and an administered 

focused questionnaire that includes open-ended questions that aims to elicit new 

perspectives from participants, which will not exceed 25 participants.  

 
TABLE 5.2 

Level of Analysis and Stakeholder Schema 
 

Level Type Name 

MACRO Societal 

Department of Defense, National 
Security Agency, Central Intelligence 
Agency, Federal Bureau of 
Investigation 

MESO Institutional/Organizational Intelligence Community 
Supervisors/Team Leads 

MICRO Individual Intelligence Agents 
Source: UGSM-Monarch Business School 
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The potential participants are identified using a Level-of-Analysis and Stakeholder 

Schema as indicated in green on Figure 5.2 indicated as the Micro and Meso levels. 

 

 LITERATURE REVIEW 

The literature review will contain two parts consisting of a triangulation of the main 

academic scholarship domains along with a focus on quasi-academic material from 

professional sources. 

 
FIGURE 6.0 

Literature Triangulation 
 

 
 

Source: UGSM-Monarch Business School 
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The academic triangulation will consider the main theories and seminal academic 

authors from the three distinct academic domains, being (a) theories on ethics, (b) 

leadership theory and (c) congruency theory. The academic triangulation will also be 

informed by a consideration of quasi-academic material from the professional arena of a 

more technical nature. The source literature from the professional arena will include 

materials from, but not limited to: The DoD, Congress, the NSA, and the FBI. 

6.1 Theories on Ethics 

Ethical theory describes a system of morals and values that guide the behavior of 

individuals or members of a given group. Ethical theory is concerned with determining 

what standard should be used to evaluate the morality of actions and determining how 

to triage competing standards. Kohlberg’s theory will be used to describe moral 

structure and how it applies to professional life to show how professionals should make 

good moral decisions, and why.  Using Kohlberg’s theory, the plurality of moral 

perspectives is recognized and hierarchically arranged according to priority. It is a 

coherent moral framework wherein principles to concrete moral problems can be 

applied (Beabout & Wennemann, 1993). Prominent applied theories of ethics 

concerning the contemplated research are as follows: egoism, conventional morality, 

utilitarianism, duty ethics, and virtue ethics.  

6.2 Theories on Leadership  

Leadership is a process whereby an individual influences a group of individuals (or self) 

to achieve a common goal. Based on research from seminal authors, selected 
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approaches to leadership and how they are used in real situations will be examined 

regarding the proposed research, specifically: situational, ethical, and authentic 

leadership. The situational approach, a widely recognized approach to leadership, was 

developed by Hersey and Blanchard based on Reddin’s 3-D management style theory 

(Northouse, 2013, p.99). As the name of the approach suggests, situational leadership 

focuses on leadership in various situations. The premise of the theory is that different 

situations demand different kinds of leadership. From this perspective, to be an effective 

leader requires that a person adapt his or her style to the demands of varying situations, 

as described by Northouse (2013). Ethical leadership theory concerns the nature of 

leaders’ behavior, and with their virtuousness in a decision-making situation where 

ethical issues are involved. The leadership choices made (for self or others) and how 

they respond in each situation are informed and directed by their ethics (Northouse, 

2013). Conduct and character domains of ethical leadership theories will be examined 

regarding the contemplated research. The attacks of 9/11, widespread corporate 

corruption, and a troubled economy all created a sense of uncertainty about leadership. 

Widespread unethical and ineffective leadership necessitated the need for more 

humane, constructive leadership that served the common good (Fry & Whittington, 

2005; Luthan & Avolio, 2003). Authentic leadership concerns the authenticity of leaders 

and their leadership, more specifically the viewpoint of intrapersonal authentic 

leadership will be examined, using fundamental factors of authentic leadership theory: 

self-awareness, internalized moral perspective, balanced processing, and relational 

transparency (Northouse, 2013).  
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6.3 Congruency Theory 

Organizations strive for homogenous behavior and thought  that guide decision making 

and subsequent actions. (Williams, 1993) This inquiry examines an individual’s state of 

dysfunction within an organization and deconstructs how one gets to the point of 

unethical behaviors. Williams (1993) offers a congruency theory wherein reasons for 

dysfunctional action may be analyzed, including belief systems adopted at the 

organizational level that influence personal actions and organizational results. Values 

and beliefs guide our ability to recognize right and wrong. As Williams describes, these 

beliefs and values create a framework for our flexibility to respond to others whom we 

perceive as different than ourselves (1993).  Further explained, if conflict between 

socialization and individuation is unaddressed, this can create dysfunctional behavior in 

individuals, who determine the emotional price they are willing to pay for the risk of 

acting individually, against the collective norm (William, 1993).  

Posner (2010) cites the Liedtka values congruency model is a predominant approach to 

the idea of individual-organizational fit wherein personal value and organizational value 

congruence are significantly related to work commitment, motivation, and ethics. 

Liedtka’s value congruence model proposes that decisions are made by assessing the 

fit of proposed organizational course of action and the individual’s personal values 

(Posner, 2010). 
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6.4 Technical Focus – Quasi Academic 

One of the most significant programs Snowden exposed is the NSA’s PRISM program. 

Also known as SIGAD US-984XN, PRISM was instituted in 2007 under the Bush 

Administration’s “Protect America Act” (Johnson, web).  The program, which involves 

bulk and intrusive interception of data from companies such as Google, Microsoft, 

Apple, and telecommunications companies, allows for U.S. intelligence mining of U.S. 

citizen’s data not available through court subpoena, as protected under U.S. Code, Title 

18, Section 2511 (Cornell University). Furthermore, PRISM’s function presented a host 

of ethical questions that had existed in the undercurrents of the intelligence community 

since U.S. Intelligence Oversight Act was set into place in the 1980s.  

Due to the nature of intelligence collection, intelligence community practices are 

sometimes held to legislative standards that differ from those of the general public. 

Some U.S. laws are publicly known, but others are classified to protect the methods, 

technologies, allies and individual agents involved in intelligence programs. Shielded 

from public scrutiny: 

“a significant fraction of U.S. National Security Decision Directives (NSDD) and 

National Security Presidential Directives (NSPD), [such laws] can easily 

degenerate into simple codes: like ‘Do anything you need to accomplish your 

mission, but do not get caught’ which has been noted by several CIA veterans.” 

(Andregg, 2014, p. 49)   
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The nature of an already blurry ethical line within the intelligence community has 

intensified dramatically in the post-9/11 world, putting a renewed emphasis on intrusive 

collection and eavesdropping on national and international communications (Herman, 

2004) spurring a longstanding national and global conversation surrounding rights in the 

digital age. 

Public conversations surrounding evolving post-9/11 ethics in U.S. intelligence and 

surveillance practices has largely been driven by information disseminated through 

public channels by whistleblowers such as Edward Snowden and Chelsea Manning. 

Edward Snowden’s high-profile leaks have had a large impact among recent 

whistleblowers in the U.S. intelligence community and on public discourse surrounding 

ethics of espionage as evidenced by both news media and academic research 

components of the discursive information cycle. However, research shows conflicting 

results regarding the depth and longevity of the impact (Kiyoshi, 2003). Research has 

focused on the investigation into the exposed practices, community responses to 

revelations of intrusive surveillance, and projected changes within the intelligence 

community as a response to information security breaches (Andregg, 2016). 

 

6.5 Synthesis 

As evidenced by the literature, business ethics in clandestine governmental 

environments occupy a fuzzy border necessary for individual engagement in activities 

that are sometimes considered immoral in other contexts. Often, ethical decisions are 
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part of crisis management. Individuals may seek guidance from government instructions 

or bi-laws, but ultimately ethical decisions in crisis are individual in nature. Leadership 

(of the self) is required within the personal space scaffolded by business ethics and 

crisis management policies. The contemplated research seeks to examine the technical 

professional material—policies, practices, and intelligence agent interview data—in 

correlation with academic conversations surrounding business ethics in clandestine 

governmental contexts. 

 

 THE RESEARCH PLAN 

The field research is to be completed over 12 months. Initial surveys will take place over 

a 3-month period from June 2019 to September 2019. Semi-structured interviews of 

willing survey participants will take place from March to April 2020, after which time the 

data will be analyzed, and the manuscript will be perfected. Each face-to-face interview 

should last a maximum of 30 minutes at a location and time that is amenable to 

participants. Interviews will be conducted in the United States, U.S. embassies, or at 

U.S. military locations.  
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 RESEARCH TIMELINE 

The contemplated research is expected to conclude over a 3-year period. The chart 

provided in Table 8.0 depicts a breakdown of time allocation for each task anticipated 

within the research process. Although every effort has been made to implement the 

steps within the research timelines, variation in the plan may be encountered due to 

variables beyond the control of the researcher. Variables that may have a significant 

effect on the research timeline which are beyond control of the researcher are resource 

availability and accessibility and availability of participants. These variables could result 

in a modification of travel schedules and prolongation of the field research stages.  

TABLE 8.0 
Research Timeline 

 Year 1 Year 2 Year 3 
 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 

PART 
A 

Pre-Literature 
Review             

Literature Review 
Part 1             

Research Plan             
Chapter 1             
Chapter 2 & 3             
Content Analysis             

 Official Submission of Chapters 1, 2, 3 and Slide Presentation To Obtain 
Authorization To Continue On To Field Research 

PART 
B 

Interviews Part 1             
Literature Review 
Part 2             

Interviews Part 2             
Data Analysis             
Chapter 4, 5, 6             
Manuscript 
Perfecting             

Submission             
Source: UGSM-Monarch Business School Switzerland 
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 RESEARCH BUDGET 

The total cost of the contemplated research is estimated to be USD $5,180. This 

amount will be privately funded. UGSM-Monarch Business School Switzerland has not 

been requested for any financial assistance towards supervisory costs or any other 

cost. The budget is presently fully funded, and research may begin immediately. The 

breakdown of the budget is shown in Table 9.0.  

TABLE 9.0 
Research Budget 

Item USD 

Qualtrics Insight Access 580 

Skype for Business / Microsoft Office Essentials 365 40 

MAXQDA 2018 Analytics Pro 110 

Research publications, scholarly database accesses  500 

Olympus DS-2500 Digital Portable Recorder 300 

GoPro HERO6 Camera 400 

VocoPro UBP-4 UHF Wireless Microphones 250 

DURABOOK Field Rugged Laptop 3,000 

TOTAL $5,180 
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